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5 FAM 580 WIRELESS INFORMATION 
TECHNOLOGY 

(TL:IM-47;   01-09-2004) 
(Office of Origin:  IRM/APR/RG) 

5 FAM 581 TELEPHONE AND PAGER 
EQUIPMENT 

5 FAM 581.1 Cellular Telephones 
(TL:IM-47;   01-09-2004) 

Cellular telephone policies are covered in 5 FAM 526. 

5 FAM 581.2 Pagers 
(TL:IM-47;   01-09-2004) 

One-way pagers are receive-only pagers.  Use of these pagers is 
permitted in all Department of State domestic facilities.  Use of these 
pagers is permitted both inside and outside the controlled access areas 
(CAA) at posts abroad. 

Two-way pagers have the ability to send and receive.  This category 
includes voice pagers or any pagers that can send an acknowledgement 
back to the caller.  These pagers may be brought into and used within 
Department of State domestic facilities but must be turned off when within 
ten feet from classified processing or discussions as they have active 
transmitters.  This type of pager may not be brought into or used in a SCIF 
unless the SOIC has approved it for conduct of official duty (DCID 6/9, 
Annex D, Paragraph 2.1.5).  These type of pagers are permitted to be 
brought only into non-CAA spaces of buildings abroad and must be turned 
off when within ten feet from classified processing or discussions.   

5 FAM 581.3 Ancillary Telephone Accessories 
(TL:IM-47;   01-09-2004) 

a.  Use of radio frequency (RF) cordless or wireless telephones is not 
permitted in areas where classified information is discussed or processed, 
domestically, or abroad (see 12 FAH-6 H-531 .x-5.1.i). They may be used 
domestically or abroad where classified information is neither processed 
nor discussed. 
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b.  Entry of wireless telephones or handsets using Bluetooth technology 
is not permitted in any Department of State facility. 

c.  Use of cordless headsets is not permitted in close proximity to areas 
where classified information is discussed or processed, domestically, or in 
the CAA, abroad.  A Security Engineering Officer (SEO) must perform a 
survey to determine the proximity issue, besides other security factors. The 
exceptions are headsets approved by DS/IST/CMP for people with special 
needs.  HR/ER/WFP should be contacted to confirm there is a special 
need.  They will coordinate the exception with DS/IST/ACD and 
DS/IST/CMP (see 12 FAH-6 H-531 .x-5.1.i). 

5 FAM 582 THROUGH 589 UNASSIGHNED 
(TL:IM-47;   01-09-2004) 
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