UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05782609 Date: 09/30/2015

[RELEASE IN FULL

From: Mills, Cheryl D <MillsCD@state.gov>
Sent: , Friday, September 9, 2011 11:42 PM
To: H

Subject: ~ FW: WaPo story coming Sun or Mon

-----Original Message-----

From: Hammer, Michael A

Sent: Friday, September 09, 2011 10:07 PM

To: Gordon, Philip H; Feltman, Jeffrey D; Ricciardone, Francis J; Jeffrey, James F (Baghdad); Nuland, Victoria J; Mull,
Stephen D; Kennedy, Patrick F; Mills, Cheryl D; Rubin, Eric S; Leaf, Barbara A; Kaidanow, Tina S

Cc: EUR-Press; NEA-Press-DL; Toner, Mark C
Subject: WaPo story coming Sun or Mon

~

Team - Despite our efforts, WaPo will proceed with its story on US-Turkey intel cooperation against PKK. They will not
make redactions we requested so expect the Wikileaks cables to be published in full. S+ Burns have been briefed on
this story. Working with EUR and NEA press, we're deploying guidance below, including our standing Wikileaks
guidance. Thanks to everyone who helped work this, particularly - Barbara, Lavallee, and Hilton and Steve's SES team -
wish | had better news to share.

@ We condemn the illegal disclosure of classified information. In addition to damaging our diplomatic efforts, it
threatens our national security and undermines our effort to work with countries to solve shared problems.

@ We do not comment on intelligence matters.

@ Turkey is a longstanding ally and partner of the United States and we continue to support Turkey in its struggle against
PKK terrorism through various forms of cooperation.

We support continued cooperation between Iraq and Turkey in combating the PKK, which is a common enemy of

Turkey, Iraq, and the United States. We condemn the PKK as a terrorist organization and demand that it cease its
terrorist actions and unconditionally lay down arms.
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